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Abstract

With the spread of crimes related to online payment portals, criminal laws and the
determination of punishments for financial crimes, the prevention of crimes related to
online payments has faced serious challenges and harms, which has caused people to worry.
Therefore, the aim of the upcoming article is to analyze the measures and solutions to
prevent it by using the descriptive-analytical method. Disturbances in the data of electronic
payment portals, withdrawals from other people's accounts, electronic forgery are among
the crimes related to online payments. Software factors, lack of sufficient training on how
to use payment devices and lack of sufficient monitoring of them, unauthorized access
against confidentiality and bank computer systems, disrupting the functioning of the
computer system, disrupting bank operational systems are among the factors of the
occurrence of crimes related to Internet payments. Measures to prevent crimes related to
internet payments have different characteristics, situational prevention measures, technical
preventive measures for the security of websites, mandate not to disclose information and
social preventive measures, especially preventive measures to protect the customer from
electronic codes, customer attention to the announcements issued by the financial and
information institution. Are.
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