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Abstract

The rapid advancement of emerging technologies, particularly in the field of artificial intelligence, has
significantly transformed the traditional framework and methods of armed conflict. The deployment of
intelligent systems in cyberattacks raises new legal questions regarding state responsibility for actions
committed in cyberspace—especially in terms of attribution, the breach of peremptory norms, and
adherence to core principles of international law such as sovereignty, the prohibition of the use of force,

and non-intervention.This article aims to analyze the legal dimensions of Al-driven cyber warfare by

examining existing frameworks under public international law and the law of armed conflict. It addresses
the challenges of holding states internationally accountable and evaluates the role of international
organizations, existing legal gaps, and the urgent need for new regulatory norms to ensure enhanced legal

accountability in the face of emerging threats.

Artificial Intelligence, Cyber Warfare, State Responsibility, International Law,
Keywords:  attribution, Armed Conflict, State Sovereignty
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