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Challenges of civil and criminal liability of fraud in online transactions from the perspective
of Islamic jurisprudence and law

Abstract

In today's world, the significant changes in information technology and the expansion of e-commerce have brought new legal
and jurisprudential challenges, including the phenomenon of fraud in online transactions. This research has been done with the
aim of analyzing the civil and criminal liability of cheating in cyberspace from the perspective of jurisprudence and Islamic
law. In this regard, firstly, the jurisprudential foundations of civil and criminal responsibilities such as fainting, betrayal and
trespassing have been examined and then the adaptation of these concepts to digital realities has been analyzed. The findings
show that fraud in online transactions, in addition to violating the principles of ethics and trustworthiness, is also subject to
punitive and punitive punishments. Also, the civil responsibility of the transaction parties and platforms requires the
formulation of more detailed rules that can be coordinated with the complexities of cyber space. Challenges such as the validity
of electronic intuition, the problem of hidden identity and the responsibility of platforms are also discussed in this research.
Finally, solutions such as reviewing jurisprudence, drafting adaptive laws, and strengthening supervision and security have
been proposed. This research, while emphasizing the necessity of coordinating Islamic jurisprudence with technological
developments, is an effective step towards strengthening the security of online transactions and maintaining public trust in
digital systems. This is not only an economic necessity, but also a religious and social obligation.

Keywords: Civil liability, Fraud, Online transaction, Criminal liability, Information technology.
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