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Abstract

The evolution of communication technologies and the expansion of digital life have placed a new realm of children's
fundamental rights before legal systems; in such a way that cyberspace has simultaneously acquired extensive
educational, cultural, and communication capacities, as well as the source of various threats to the security, privacy,
identity, psychological development, and moral health of children. In this framework, children's rights in cyberspace
refer to a set of legal and institutional protections that must be implemented in order to protect the dignity, best
interests, information security, and immunity of the child against exploitation, harassment, sexual abuse, access to
harmful content, and violations of personal data. From a legal perspective, this area is based on principles such as the
best interests of the child, the right to special protection, the right to education and awareness, the right to privacy, and
the responsibility of governments, parents, and digital service providers to prevent risks and ensure the child’s safe use
of the online environment. Research on children’s rights in cyberspace shows that the main challenge is to strike a
balance between the child’s right to access information and digital opportunities and the need to effectively protect
them against emerging cyber threats. In the Iranian legal system, although there are rules in the field of protecting
children and adolescents, computer crimes, data protection, and civil liability, the fragmentation of regulations and the
lack of a comprehensive and dedicated framework in this field have led to shortcomings in the legal protection of
children. Accordingly, strengthening preventive criminal policy, developing media literacy, requiring platforms to comply
with protective standards, promoting legal oversight, and developing specific regulations governing children’s digital
rights are among the basic requirements for providing effective protection that is appropriate to the developments in

cyberspace

Children's rights, cyberspace, privacy, legal protection, cybercrime, child welfare, digital
Keywords: rights
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