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Analyzing the patterns of criminalization and criminalization of cybercrimes in Iran and
Iraq's legal system with emphasis on the principles of preference for certainty, restoration
and proportionality of punishment.

Dr Tahereh Sadat Naimi and Mr Mustafa Eskandari

Abstract

As one of the most important challenges of the digital age, cybercrimes have attracted the attention of different legal systems,
including Iran and Iraq. The current research, with descriptive-analytical method and comparative approach, examines the
patterns of criminalization and criminalization of cybercrimes in the legal system of Iran and Iraq, emphasizing the principles
of preference for certainty, restoration, and proportionality of punishment. The findings of the research show that both countries
have criminalized cyber crimes in the four main categories of "against national security, persons, property and organizations"
and consider the material, psychological and cyberspace elements as the conditions for committing the crime. Punishment
patterns in both systems include certain, indefinite, hypothetical and mandatory punishments. The main difference between the
two systems is that Iran's law has a more comprehensive and detailed approach to cyber crimes and emphasizes criminal
reformation and individual rights, while Iraq focuses on more severe punishments and maintaining public security due to
specific security conditions. The principle of proportionality of punishment is observed to some extent in both systems, but the
principle of restitution is more prominent in the laws of Iran than in Iraq. Finally, regional cooperation and updating laws in
line with technological developments is an undeniable necessity for both countries.

Keywords: Punishment, punishment, Cyber crimes, Proportion of punishment, recovery, Patterns of punishment,
Laws of Iran and Iraq
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