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Criminal liability arising from the use of chatbots in Internet fraud

Abstract

The expansion of the use of chatbots based on artificial intelligence, in addition to creating wide opportunities in the field of
digital communication, has also provided the basis for the emergence of new methods of committing Internet fraud. The main
issue of the current research is that in the crimes caused by the use of chatbots, which persons are criminally responsible and
how can the criminal behavior be attributed among the users, developers and providers of these technologies. The aim of the
research is to examine the challenges of criminal law caused by the criminal use of chatbots, to analyze the elements that
constitute the crime of internet fraud and to provide a suitable model for determining the limits of criminal responsibility of
human factors involved in the process of committing a crime. The research method is descriptive-analytical and it has been
done by using library resources, domestic and foreign legal studies and examining new perspectives in the field of criminal
responsibility of artificial intelligence. The findings of the research show that in the current situation, the identification of
independent criminal responsibility for chatbots is not compatible with the traditional principles of criminal law; Because these
systems lack will, criminal intent, and moral blameworthiness. Therefore, criminal responsibility should be distributed among
users, designers and suppliers of technology based on the degree of role, control, awareness and possibility of prevention. Also,
the development of preventive regulations, regulatory requirements and strict criteria for criminal attribution can reduce the
existing gaps in dealing with Al-based fraud.

Keywords: Chatbots, Criminal responsibility of artificial intelligence, Internet fraud, Digital criminal assignment
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