Journal of

Modern Jurisprudence and Law

Homepage: http://mww.jaml.ir

Print ISSN: 2717-1469 | Online ISSN: 2717-1477 SC | SID | NOORMAGS | MAGIRAN | Google Scholar|

Ol 30 Silxo (S5 10 M o S 0 Y30 clodl g o Jolge axilae
s v ‘sl.bog)f

PSS o 392 ,8 BT

Ol s azly o ool b|)—| oBils ( guwlidip > g (6,05 Goho Ald, )l cwlid IS gaomiils

RV

Ol @]y lome (10 S 5 00505 (65l Lo (e 55 s ) (st ()85 slaill) slaaileles jiy jo (Jle Slosbis yaul g LI Jobs sla ) Sg5le 5o (ol Js5

ogilly (50 o3y SUbConaz (slaFhs 5 Soles oL Sloiie oz Jolad Sl o8 wlo e sy ol el 4Bl i iz Sl 05> e Sla Az 51 (S
alises sloog S (s iyl e SKSE 5 rmle slagslo S g0l o elaizl 5 aome Jolse 0aiiS ot (18 (55055 5 (e o2l (lgh (ol Bas ol I8
e mlin 4y sliul 5 slasloalis ol 5l colatwl b aosls L;»To)f 5009 hlow - aiogi 8,00, p (e axlllas (pl jo oal Sl Badsd s, el o3 ) b agzles jo g
lad o 55l aliaS b olpan cue puo py 6 y10] 395y s aiome (gla st a5 o)l G p CIVs G slaatl .l adpdy Ojgo S Ubanelr 5 (Foh> o i
slaglo (Jluzms has SIS Lo 5l golatdl 5 elaiz] glo it o 2 (5381 5] oo o0l8 dilejome (105 (gl a8 gl (hame < i slagialy o9 (BB 5 (55ne
oS ams oo GLES g (S A i (na Sles 99, (Foliie (Swsen slagfll L ) plaialle 5 llsz (Jlos B s (slaog S Fgi> sla ST 5508 5 (ine
Cughi gl (Fgi> Slgw S| (elaizl 5 (ordg Wl pSan oS ST p3ltae w2 ol dste Jlas 9 03925 110,95 2 #3Y (SIS 51 6T (85T oyl S SIS

ol pdcan] gumer Slae gle p baibols ol 5 lere

o oy )T xdg (6Kt ( SWdoh e Julse ol lad (gl (510 IS :‘5..\,5.15 Olfj'g

opad Goi> — Ml o Gl — (b p 3> 9 3> — God> — a8 JEL 1 gudvail



Journal of

Modern Jurisprudence and Law

Homepage: http://mww.jaml.ir

Print ISSN: 2717-1469 | Online ISSN: 2717-1477 SC | SID | NOORMAGS | MAGIRAN | Google Scholar|

A Study of Environmental and Social Factors Influencing the Proliferation of Virtual Fraud
Across Different Age Groups

Abstract

The expansion of digital communication and the widespread transition of financial transactions into cyberspace have
transformed virtual fraud into one of the most pressing challenges of the modern era. This study, employing a descriptive-
analytical method and library-based research, examines the environmental and social factors contributing to the proliferation
of online fraud, with a specific focus on variations across different age groups. The findings indicate that structural
characteristics of the virtual environment, including relative anonymity, the transnational nature of interactions, and high-speed
financial transactions, systematically generate criminal opportunities and undermine the efficacy of conventional enforcement
mechanisms. Furthermore, social determinants, such as socioeconomic vulnerabilities, gaps in digital literacy, and deficient
institutional and familial oversight, accelerate rates of victimization. The research demonstrates a marked divergence in
victimization patterns across age cohorts: children and adolescents are predominantly targeted through gaming environments
and social engineering, youth and adults frequently fall prey to fraudulent investment schemes and fake employment offers
driven by financial incentives, while the elderly remain particularly vulnerable to impersonation of authority figures due to
digital literacy disparities. Consequently, reducing the prevalence of virtual fraud necessitates moving beyond post-offense
punitive models toward targeted situational and social prevention strategies tailored to the behavioral and cognitive realities of
distinct age demographics.

Keywords: : Virtual Fraud, Cyberspace, Environmental Factors, Victimization, Situational Prevention, Age Groups
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