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Criminological Analysis of the Emergence and Recurrence Cycle of Cyber Fraud in Social
Media Platforms

Abstract

Cyber fraud within social media platforms represents one of the most critical forms of offenses against property and ownership
in the digital environment. It is committed by leveraging personal data, online communications, fake user accounts, and trust-
based deception techniques. Unlike traditional fraud, this crime frequently operates across borders, under concealed identities,
and through tools that facilitate the rapid and extensive replication of criminal behavior. Employing a descriptive-analytical
method, this study examines the cycle of emergence and recurrence of cyber fraud on social media platforms from a
criminological perspective and in light of Iranian criminal law principles. The research first analyzes the concept and evolution
of cyber fraud in relation to statutory offenses under Iranian law. It subsequently examines the criminological foundations of
its emergence, including criminal opportunity, victim selection, diminished social control, offender anonymity, and legal
awareness deficits. Research findings demonstrate that cyber fraud on social media is not an isolated act, but rather operates
within a structured cycle comprising victim identification, trust cultivation, execution of deception, acquisition of property,
concealment of traces, and reproduction of the modus operandi. Furthermore, crime recurrence directly correlates with
inadequate identity verification, challenges in electronic evidence gathering, rapid fund transfers, the use of intermediary
accounts, and delays in reporting offenses. The study concludes that an effective criminal justice response cannot rely solely
on aggravating penalties; it requires the simultaneous implementation of situational crime prevention, data security
enhancement, strengthening of electronic evidence preservation, public legal awareness, and structured coordination among
judicial authorities, law enforcement agencies, and digital service providers.

Keywords: Fraud, Cyberspace, Social Media, Victim, Deception, Electronic Evidence, Recidivism
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